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Que. 1 afExplain classless interdomain routing. 05
Ans.: - Classless Interdomain Routing (CIDR): -
Addressing by class has been superseded by a leritdd addressing method

0 Classless Interdomain Routing (CIDR)

0 The network and host demarcation can be made witmamber of bits from
beginning of address

o E.g., aClass C address’s network section is 24 bit

Using CIDR, an address registry can assign an addvith a network section
of 26 bits

192.203.187.0/26

0 Subnetting divides network address in two or more subnetwoldt@sses (with
fewer host IDs for each)

Subnetting
o0 Makes more efficient use of available IP addresses
o Enables dividing networks into logical groups
o Can make network communication more efficient
Broadcast frames are sent to all computers ondaime 3P network
0 Hubs and switches forward broadcast frames; rodinot

0 Broadcast domain:extent to which a broadcast frame is forwardedhauit going
through a router

Subnetting reduces broadcasidr
Subnet Masks: -

Subnet maskdetermines which part of address denotes netwatiopcand which denotes
host

0 32-bit number

o A binary 1 signifies that the corresponding bithe IP address belongs to the
network portion; a 0 signifies that bit in addréstongs to host portion

0 Default subnet mask uses a 255 in each octet ireaddhat corresponds to the
network portion

Class A: 255.0.0.0
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Class B: 255.255.0.0

Class C: 255.255.255.0

Supernetting “borrows” bits from network portion of an IP addses “lend” those bits to
host portion

o Permits consecutive IP network addresses to beioeehland viewed in a single
logical network

Combining two or more small networks into one langetwork is only one reason to
supernet

0 Supernetting can combine multiple routing tableiestinto a single entry, which
can drastically decrease the table’s size on Iataouters

o This reduction in routing table size increasessiheeed and efficiency of Internet
routers.

Que. 1 bExplain ALOHA and Slotted ALOHA. 05

Ans: - A radio transmitter is attached to the teras, & messages are transmitted as soon as they
become available, thus producing the smallest plesdelay. From time to time frame transmissions
will collide, but these can be treated as trandomssrrors, & recovery can takes place by
retransmission. When traffic is light, the probapidf collision is very small. & so retransmissgn
need to be carried out in frequently. Under thhtligaffic the frame transfer delay will be low.

There is asignificant differnce between nortrexismission error & those that are due to
frame collision. Transmission errors that due ts@affected only asingle station. In the frame
collision more than one station is involved.& heneere than one retransmission is necessary. For
example, if the station used by same time out v&lgehedule their retransmission in same
way,then their future retransmission will collider this reason the ALOHA scheme requires station
to use aackoff algorithm. Which typically chooses a random number in agerigtransmission
time interval.

First transmission Retransmission
| | -
tn— X fr tot X ty+X+2t, to+ X+ 28, . +8B
0 ) 0 "__| 0 i_. By __|\ By
Vulnerahle | Backoff | “Retransmission

period Time-out period if necessary

Figure shows the basic operation of the ALOHA saheltncan be seen that the first transmission is
done without any scheduling. Information about oute of the transmission is obtained at the

earliest at the after the reaction ti2{props WIETE ooy is the maximum one way propagation time
between two stations. If no acknowledgment is resgkafter a time out period, a back off algorithm
is used to select a random retransmission time.

It is clear that in the ALOHA scheme the netwodk swing between two modes. In the first mode
frame transmission from the station transverse odtwuccessfully on the first try & collide only
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from time to time. The second mode is entered tinaisnow ball effect that occurs when there is a
surge of collisions. The increased number of baydeal stations, that is, stations waiting to
retransmit a message, increase additional colksion

Abramson provided an approximate analysis of th©NA system that gives an insight into its
behavior. Assume that frames are a constant ldngtlconstant transmission time X=L/R. Consider
a reference frame that is transmitted startingra to & completed at time to+X, as shown in fig.
This frame will successfully transmit if no othearhe collides with it. Any frame that begins its
transmission in the interval to - to+X will collid@th reference frame. Thus the probability of a
successful transmission is the probabilities thate are no additional frame transmissions in the
vulnerable period to-X to to+X.

The throughput S is equal to the total intervag iGttimes the probability of a successful
transmission that is:

S = G P[no collision] = G P[0 transmissions 1n 2.X seconds]

(2G)° =26

SLOTTED ALOHA:

The performance of the ALOHA scheme can be imgddoy reducing the probability of
collisions. The slotted ALOHA shown in figure reahs collisions by constraining the stations to
transmit in synchronized fashion. All the statigreg track of transmission time slots & are allowed
to intiate transmissions only at the beginninglof.Erames are assumed to be constant & to occupy
one time slot. The frame that can colloide with meference frame must now arrive in the period to-
X to to. The vulnerable period in the system is dweconds long.

First transmission Retransmission
| -
KX (k+ 13X fn+ X+ 26, tp+X+2r, . +B
b N
Vulnerable | Backoff | Retransmission
period Time-out period if necessary

We have G arrivals in X seconds and we use thesBoidistribution for number of events in X
seconds to obtain

S = GPno collision] = G PO transnussions 1n A seconds)
(@) ¢
o ¢
— Gg_{’.

= ir
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Que. 1 cExplain the working of selective repeat ARQ. 05

Ans: - Selective Repeat ARQ: -
Selective repeat ARQ protocol is an extension efGlo-Back-N with two new features. They are:

The receive window is made larger than one franpacity
Retransmission mechanism is modified such that tn@dyndividual frames that are required

are retransmitted.
f0 fl f2 f3 4 5 f2 f6 f7 f8

v

v

ACK1 ACK2 NAK2 ACK2 ACK2ACK6 ACK ACK8ACK9

The protocol is explained as follows:

Function of the transmitter: When the send windswmpty, the transmitter is in the ready state,
waiting for a request from a process in a highgedaWhen the transmitter receives a request for
transmission, it accepts a packet from the upper land prepares a frame for transmission; the
sequence number &) is set to the lowest number available in the seimdlow. Suitable error
detection codes are also added. The frame is tittadnand a timer is started. lfeSn= Ws— 1 then
the send window is empty, and the transmitter dp@ek into the blocking state. Else the transmitter
stays in the ready state. If an ACK frame is regeiwith value of Ry between Gsiand Kcent then
the send window slides forward by setting:S R.ext and limit of send window number t@,st Ws

— 1. If a NAK frame is received with value of&gbetween S and Scenithen, the frame with
sequence numbern&:is retransmitted. The send window slides forwaydéiting $s: = Riext and
limit of send window number to S + Ws— 1; else the frame is discarded. The transmétar the
blocking state when the send window is empty.

Function of the receiver:

The receiver process is always in the ready stateéng for the arrival of a frame from the
transmitter. On reception of the incoming frame, fitame is checked for errors. If there are no
errors and if the sequence number of the frametiithe range of the send window, then the
frame is accepted, buffered, and an acknowledgemmeaent. If an arriving packet has no errors, but
the sequence number is outside the range of tlibrgewindow, then the frame is discarded and a
NAK frame is transmitted to the transmitter

Maximum window size
The maximum size of the send window is half theusege number space, i.e.,

Ws = Wr = 2m-1.
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Efficiency of Selective Repeat ARQ

It is said to be the most efficient of all the AREtocols that have been discussed.

The probability of a frame being received in gooden is 1-Pf. Thus the average number of times a
frame has to be sent is the reciprocal of the fotibg i.e.,

lzg =
1-P;
iy —ily
Lz 11,
Thus, the efficiency of Selective Repeat ARQ = given asne = =1 .- — (1-P3
E -
Que. 1 dWhat is Distance Vector routing? 05

Ans : - In distance vector routing, the least coste between any two nodes is the route with
minimum distance. In this protocol each node maista vector (table) of minimum distances to
every node.

, #' distance vector routing are: -

Initialization
Sharing
Updating

Step 1. Initialization of tables in distance veatuting.

To Cost Next To Cost Next
Al0D | — Albd |—
B|5 [— B0 |—
cl2z [— Cl4 |—
D3 |— D |
E | e E |3 |—
A's Table B's Table
To Cost Next To Cost Next
A3 |— To Cost Next A e
B |wo B|l3 |B
C | A — clalc
D|o |[— B — D |
E | Cl10 [=— E|o |D
D |0
D's Table Ela | E's Table
C's Table

%& |()**+* &II n - & |||/0(&,11 ||!|||



I"#$

! P #$

Step 2. In distance vector routing, each node shegeouting table with its immediate
neighbors periodically and when there is a change.

Step 3. Sharing and Updating in distance vectatirrgu

To Cost To Cost Next To Cost Next
A2 A4 | C A0 | —
B |4 B|6 [C B |5 |[—
D |eo D |e0 [C D|3 |—
E | 4 E |6 [C ¢ E | e
Received A's Modified A's Old Table
from C Table To Cost Next

A0 | —

B |5 |—

CcC |2 |—

D|3 |—

E|6 | C

A's NewTable

Step 4. Final Tables:

To Cost Next To Cost Next
AlO [— Als [—
BI5 |— Blo [—
cl2z |— Cc|la [—
D3 |— D|8 [ A
E|6 | C E |3 [—

A's table B's table

To Cost Next To Cost Next
A3 = To Cost Next A6 1L
B |8 | A B|l3|—
cls | A Al2 |— clal—
D|o |— B[4 |— D|9|C
E |9 |A ([3) 2 N Elol—
D's table rla [— E's table

C's table

The Routing Information Protocol (RIP) is an istoanain routing protocol used inside an
autonomous system. It is a very simple protocoktam distance vector routing.

Que. 2 apraw the various network topologies and explairhvéitivantages and disadvantages
of each. 10

Ans.: - Network topology is the geometric repreagah of relationship of all the links connecting

devices or nodes.
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There are 5 basic network topologies:-
- Bus topology

- Ring topology

- Star topology

- Mesh topology

- Tree topology
01. BusTopology: -

. e | . o e
Bl . B Sl e
[z

53 65 87
Data | 10 87
/ &,
Tl"d]lL] Source Destination
address address

This topology used when network installation is Bmsimple or temporary. On a typical bus
network the cable is just one or more wires, wibhagtive electronics to amplify the signal pass it
along computer to computer. Thus bus is active logpo

One computer sends message while other computerstaork receives information, but one whose
address matches with address matches with the ssdérecoded in message accepts information
while other rejects.

Speed of this is slow because only one comp. aaoh sessage at a time. a comp. must wait until the
bus is free before it can transmit.

The transmitted wave & reflected waves, if theyiarphase add & if out of phase cancel. This is
called standing wave.
Advantages: -

- Bus topology easy to understand, install & usemalsN/w.

- Cabling cost is less; repeater can be used to llw®signal.
Disadvantages:

- Heavy n/w traffic slows down the bus speed.

02. RING TOPOLOGY:-
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In this each comp connected to next comp, withdast connected to first. each retransmits what it
receives from previous comp.

Rings are used in high performance n/w where largeis required.

Flow is one direction, the token is passed around until a comp wishes to send message to
another comp.

Advantages:

- Every comp is given equal access to the token.

The fair sharing of n/w allows the n/w to contirthhe function in a useful, if slower manner
rather than fail once capacity is exceeded as oeEs are added.

Disadvantages:
- Failure of one comp on the ring can affect whole.n/
- Difficult to troubleshoot.

- Adding & removing the comp disturbs the n/w activit

03. STAR TOPOLOGY: -

Figure — Star Topology

ﬁmmuén <—§

I

All cables run from the comp to central locationemhthey are all connected by a device called hub.
Stars used in concentrated n/ws, where endpoiatttijrreachable to central location. Hub resends
messages either to all comp in broadcast star nmly to destination comp in switched star n/w. A
star n/w can be expanded by connecting anothehstawhich creates hybrid star n/w.

Advantages:

Easy to modify & connecting another comp to n/wheviit disturbing rest arrangement.

- Hub is best place to find n/w faults.

- Single comp failure can’t bring down whole n/w.
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Disadvantages:
- If central hub fails, the whole n/w fails to operat
- Cabling cost is more.

04. MESH TOPOLOGY: -

0
o

Every device has a dedicated point to point linkwery other device.
Link carries traffic only between two devices inoects.
A fully connected mesh n/w has n*(n-1)/2 physidagienels to link n devices.
Advantages:
- Each connection carries its own data load, elinmigatraffic problem.
- A mesh topology is robust.
- Point to point links make fault diagnose easy.
Disadvantages:
- Cabling cast is more.
- Hardware required for connection is expensive

05. TREE TOPOLOGY: -

% & () P+ &" ), - & "'/0O(&, 11 "™



I"#$

! P #$

A tree topology is the variation of star. As inrstaodes in a tree linked to central hub that aistr
the traffic to the n/w.

Repeaters in central hub amplify the signal & iase=a distance a signal can travel.
Advantages:

- Allows more devices to connect to central hub.

- It allows n/w to isolate & prioritise communicat®from different comp.
Disadvantages:

- If the central hub fails whole system fails down.

- The cabling cost is more.

Que. 2 bExplain Sliding Window Flow control with the helpaoneat diagram. 10
Ans: -
Defining Flow control: Flow control regulates the amount of data a sonatesend before

receiving an acknowledgement from destination.

Two Extreme cases for flow control:

Case 1: Transport layer protocol could send 1 byte of d&await for an
acknowledgement before sending next byte. This beag slow process where source is
idle for long distance data transfer.

Case 2: Transport layer protocol can send all data withomorrying about
acknowledgement. This speeds up the process butonerywhelm the receiver. Here if
data is lost, corrupted, duplicated or receivedadwirder, source will not know until all
checked by destination.

Advantage of TCP: It offers solution to these extreme cases. Sihckfines a window that

is imposed on the buffer of data delivered fromdhelication program & ready to be sent. It
sends an amount of data defined by sliding wind avtqzol.

Flow control using Sliding Window Protocol:

Method used: Here a host uses a window for outband communicaending data).
The window spans portion of buffer containing byteseived from the process. Bytes
inside the window can be in transit. i.e. can beit seithout worrying about
acknowledgement.

Two Imaginary window used: One left & one right.

Why called Sliding Window? Because right & left walls can be slide as shomvfig. below.
The number shows bytes inside & outside the window.
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Fig: Sliding Window: -

Window Size = minimum (rwnd , cwnd) I

Shrinking —ef————

LA n—1 n |r1+l| s & = |m—1|m m+1| o e e
Closing Opening

Types of window:

1. Open window 2. Closed window 3.Shrunk window
All three activites are in control of receiver degmg on congestion in network, not
the sender. Sender must obey commands of receitiisimatter.
Opening the window: It means moving right wall to right which allowswdytes in
buffer that are eligible for sending.
Closing the window: It means moving the left wall to right such thatobytes have
been acknowledged & the sender needs not worrytabeon anymore.
Shrinking the window: It means moving the right wall to the left. Thesstrongly
discouraged & not allowed in some implementatioaesabise it means revoking the
eligibility of some bytes for sending.

Use of Sliding window:To make transmission more efficient & to controivil of data

so that destination does not become overwhelmed ad@ta. TCP’s sliding windows are
byte oriented.

Determining size of window: It is determined by lesser of two values: receiverdow

(rwnd) or congestion window (cwnd).

Receiver window: It is number of bytes the other end can accepobrieits buffer

overflows & data is discarded.

Congestion window:It is value determined by network to avoid congest

Example:
Fig. below shows an unrealistic example of a stjdivindow. The sender has sent bytes

up to 202. We assume that cwnd is 20 (in reality #alue is thousands of bytes). The
receiver has sent an acknowledgement number ofn00an rwnd of 9 bytes (in reality

this value is thousands of bytes). The size ofsgrder window is the minimum of rwnd
and cwnd or 9 bytes. Bytes 200 to 202 are sentnbuacknowledged. Bytes 203 to 208
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can be sent without worrying about acknowledgemBytes 209 and above cannot be

sent.

Window size = minimum (20, 9) =9

Sent, not
acknowledged | Can be sent immediately
- e

-

eee [199]200] 201 202|203 | 204|205 [ 206 | 207 [208 [ 200| e e

e — i

Sent and Can't be
acknowledged Next byte to be sent

sent until window
opens

Que. 3 aExplain the ISO-OSI network model in detail witk trelp of neat diagram. 10

Ans: - The OSI model is a layered framework fe tlesign of network systems that allows
communication between all types of computer systéimt®nsist of seven separate but related layers,
each of which defines a part of process of mowvrigrimation across a network.

7 | Application

& [ Presentation N

= Session -
K 1‘_r.um-3_porl

£ i B Metwark

2z Data link o

i Phy-sical

Figure: Seven lavers of OS] model
1.Physical layer:

The physical layer coordinates the functions regliio carry a bit stream over a physical
medium. It deals with the mechanical and electsgacifications of the interface and transmission
medium. It also defines the procedures and funstibat physical devices and interfaces have to
perform for transmission to occur. It is also canee with the following:

Physical characteristics of interfaces and meditidefines the characteristics of the
interface between the devices and the transmissemium.

Representation of bits: It consists of a strearitsf(sequence of Os or 1s) with no
interpretation.

Data rate: The transmission rate is also definegHysgical layer.

Synchronization of bits: The sender and receivéionty must use the same bit rate but
also must be synchronized at the bit level.

Line configuration: The physical layer is concefmégth the connection of devices to the
media.
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Physical topology: The devices can be connectagsbyg a mesh topology,a star
topology,a ring topology,a bus topology,or a hyliagology.
Transmission mode: It also defines the directiotrarismission between two

devices;simplex, half-duplex,or full duplex.
2. Data link layer:

The data link layer transforms the physical layeaa transmission facility,to a reliable link.
It makes the physical layer appear error-free ¢ougpper layer(network layer).

Other responsibilities of the data link layer irdduthe following:

Framing: The data link layer divides the streambdt received from the network layer
into manageable data units callecimes.
Physical addressing: Data link layer adds head#retdrame to define the sender and/or
receiver of the frame. If the frame is intendeddaystem outside the sender’s network,the
receiver address is the address of the devicetmutects the network to the next one.
Flow control: Data link layer imposes a flow contneechanism to avoid overwhelming the
receiver.
Error control: Error control normally achieved thgh a trailer added to the end of the
frame.

Access control: When two or more devices are ocotedeto the same link,data link layer protocols

are necessary to determine which device has camisslthe link at any given time.
3. Network layer:

The network layer is responsible for the sourcddstination delivery of a packet,possibly
across multiple networks(links). Whereas the datalayer oversees the delivery of the packet
between two systems on the same network(linksh¢tworklayer ensures that each packet gets
fromits point of origin to the final destination.

Network layer also performs following tasks:

Logical addressing: The physical addressing impiegeteby the data link layer handles the
addressing problem locally. If a packet passesiéteork boundary,we need another
addressing system to help distinguish the sourdelastination systems.
Routing: When packets are to be transmitted overge network,it requires a path to the
destination. Network layer provides this path.

4. Transport layer:

The transport layer is responsible for processrtmgss delivery of the entire message. A
process is an application program running on a host

It performs following operations:

Service-point addressing: The transport layer hemd&ides service-point address(or
Port address).

Segmentation and reassembly: A message is diidedransmittable segments,with
each segment containing sequence number. Theseensigrable the transport layer to
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reassemble the message correctly upon arrivintgeadestination and to identify and
replace packets that were lost in transmission.
« Connection control: The transport layer can be eotionless or connection-oriented.

5. Session layer:

The session layer is the network dialogue controlfeestablishes, maintains, and
synchronizes the interaction among communicatistesys.

6. Presentation layer:

The presentation layer is concerned with the syatal semantics of the information
exchanged between two systems.

Specific responsibilities of the presentation layetude the following:

Translation: The information in the form of chaexcstrings, numbers etc is
converted into bit form.
Encryption: For the sake of privacy the origingrsil is transformed to another
form and is sent out over the network.

Compression: Data compression reduces the numliésafontained in the information. It

becomes particularly important in the transmissgibmultimedia such as text, audio, and
video.

7. Application layer:

Application layer enables the users, whether huarasoftware, to access the network. It
provides user interface and support for serviceh si3 electronic mail,remote file access and
transfer, shared database management, and otlesrdyplistributed information services.

Que. 3 b)Discuss the various scheduling methods used inumedccess control. 10
Ans: - SCHEDULING: -

* Random access schemes are suitable for lightdraffi
* When traffic is heavy, random access schemes sasulirge variations of frame delays.
» Scheduling schemes provide orderly access to tigagm medium for stations.
* Good for heavier traffic.
Scheduling schemes:
* Reservation systems (used in GPRS)
* Polling systems (used in HDLC)
* Token passing systems (used in IEEE 802.5)

RESERVATION SYSTEMS

» Stations take turns in transmitting its frame.
» Transmissions from stations are organised intoesyttiat can be of variable length.
* As shown in fig. below, reservation interval cotsisf M minislots, one minislot per station.
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» Stations announce their interest in transmittingirtframe by broadcasting reservation bit
during their minislot.
* Transmission takes place in the order specifia@s$ervation interval.

Re_servaticn Data
interval transmissions
ENIERIEN [d] B [ ] [d] [6] ,Time
‘ Cycle n 4.H Cycle (n+ 1) 4-{
= [1]2 ]3] M |
Maximum achievable throughout

Assume,

* The propagation delay is negligible.

* Frame transmission times are X = 1 unit times

* Reservation minislots are v time units, v < 1.

* One minislot used for one frame transmission.

» Each frame transmission requires 1 + v time units.

* Maximum throughput occurs when all stations areylausl is given by

1
p...= —— forone frame reservation/minisiot
) 1+v

» If the propagation delay is not negligible, resénsgs would not take effect until some fixed
number of cycles.

* Length of the cycle corresponds to the numberaticsis having frame to transmit.

» If the cycle length is greater than round-trip @gation delay, the reservation would take
effect in second cycle as shown in fig. below.

GEENEEEEE O EEE e

* Maximum achievable throughout

» Stations can reserve more than one slot per fraaresimission per minislot.

» Suppose a minislot can reserve up to k frames.

» Maximum cycle size occurs when all stations areylausl is given by Mv + Mk time units.
Maximum throughput is given by

Mk 1

= for k frame reservation minislot
Mv+Mk 1+v/k

J‘j1‘.13..'ﬁ =

* If M (number of stations) become very large, Mv \biorm a significant overhead.
* This would become worst when stations transmitegpfiently and simply reservation
minislots are incurred every cycle.
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Do not allocate a minislot to each station, letists contend for reservation minislot.
If slotted ALOHA is used, the each successful nest@on require 1 / 0.368 = 2.71 minislot

on average.
The maximum achievable throughput is
1
Fmax™ T aoa
1+2.71v

POLLING SYSTEMS

Stations take turns in accessing medium.

At any time in the system, only one station woush$mit.

When a station completes it transmission, the targiven to another station by some
mechanism.

Shared inbound line

- 1]
Central lD lD lD Qutbound line i

controller

F L

In fig. above, central station sends polling mesdaga particular station.
Station sends its inbound frame and indicatesoitspietion using go-ahead message.
Polling may be round-robin or any other predeteediorder.

Central
controller

A%

Frequency-division duplex (FDD): one frequency b&rdransmission of outbound frames
and another frequency band for transmission ofunlddrames

Time-division duplex (TDD): same frequency bandtfansmission of both inbound and
outbound frames but transmission alternates.

No central controller.

All stations can receive the transmission from all other stations.
All stations agree upon a polling order list using some protocol.
After a station completes its transmission, it polls next station using polling list.

%& |()**+* &II !l - & |||/0(&, 11 ||!|||



I"#$

! P #$

Polllng messages

\\ |

Packet transmissions

» Fig. above describes a polling system.
* Walk timeis the time that elapses while polling messageagates and until polled station
begins transmission.
* Total Walk time’ is the sums of the walk times in one cycle.
» The walk time between two consecutive stationgpehds on several factors:
— propagation time for the signal to travel from stetion to other.
— time required for a station to begin transmittifigiait has been polled.
— time required to transmit the polling message.
» Cycle timeTc is the total time that elapses between stamofconsecutive polls of the same
station.
» ltis equal to sum of the M walk times and the Mtisin transmission times.
* Average cycle time E[Tc] ?
* Letl /M frames/sec be the average arrival rate of fralmesansmission from a station.
* Let E[Nc] be the average number of message arrigadsstation in one cycle time.
* If we assume that all messages that arrive in e d¢yoe are transmitted E[Nc]l=M E[Tc]
* Assume that all stations have same frame transmnisgne, X.
» Therefore, time spent at each station is E[Nc]X ,#there t" is the walk time.
» The average cycle time is M times the average spent at each station.
E[Tc]=M{E[Nc]X+t }=M{I/ME[Tc]X +1'}

» Solving for E[Tc],
itk T

1-4X 1-p

E[T.] =

* Under light load, no stations have message tonméred cycle time is required only for

polling.
* Under high load, cycle time can increase withoutrizb

TOKEN PASSING RINGS : -

il [
N 7
—{
(I
(|
”””””””””” Listenmode I  Transmitmode |
! Input Output H
fom — O — I
e oy | Delay |
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Todevice _____Fromdevice ___
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* Atoken ring system is shown in the fig. abovestétion can transmit data only after it
acquires a token. A token would be circulating ebtime ring.
» If the time to circulate around the ring < timettansmit a frame, then the arriving
information at the sender station correspondsstowtn bits transmitted.
» If the time to circulate around the ring > timettansmit a frame, then more than one frame
may be present in the ring.
* Frame inserted into the ring must be removed
— Destination station would remove
— Source station would remove (acts as acknowledggmen
» Token ring systems differ based on token reinseigproaches used.
— Multitoken
— Single token
— Single frame
* Ring latency: the number of bits that can be siandbusly in transit around the ring.
* Multitoken: the free token is transmitted immedhatgter the last bit of the data frame.
» Several frames may be in transit in the ring.

IDddd

d

d
[ M Busy token [0 Free token

» Single token: the free token is transmitted atterlast bit of the busy token is received back
and the last bit of the data frame transmitted.

=
d = d =
d
d
B Busy token ] Free token

Single frame: the free token is inserted aftertthesmitting station has received the last bit
of its frame.

T
3l o

[ | Busy token [ Free token

» Token ring systems limit on the time a station tansmit
— Number of frames
— Duration of transmission
* The number of frames transmitted per token woulecathe maximum achievable
throughput.
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Que. 4 apiscuss the various modes, configurations and fréormeats in HDLC. 10

Ans.: - High-level data link control gives the séistandards for operating a data link over bit
synchronous physical layers.

HDLC configurations and transfer modes: -

The different HDLC configurations are explainedoatow:
Balanced mode

Balanced
Combined Combined

Command/
response ==
>

e response I
In the balanced mode, the primary station sendsnarand/response to the secondary station and
the secondary responds to the primary statiorhitndase, interaction between the primary and each
secondary station are unique.

Unbalanced

Secondary Secondary
|
In this configuration of HDLC, the command/respesare broadcasted by the primary station to all
the secondary station on the same line. Similéinky,responses/requests are transmitted on the same
line to the primary station.

0 n 1
Omne physical Symmetrical One physical
station station
Primary Secondary

T— =

Command Jeeeep
— 2

E fm— Response E‘
Secondary .p_I Primary
| Response I—»

—

Command

Two logical Two logical
stations stations

In the symmetrical mode, the command from the prynrstation is sent to a specific secondary
station. Only the specific secondary station forolwtihe message is intended receives the command.
The secondary station then analyses the commamtbripe the associated processing, and then

sends a response to the primary station.
3 " b R T ', /0456 "' 30" 7 """ #(

Normal Response Mode (NRM)

% & () P+ & ) - & "'/0O(&, 11 "™



I"#$

! P #$

This uses a command-response interacibere primary stations query secondary stations
with commands, and the secondary stations respdhdegponse frames.

Asynchronous Balanced Mode
This mode has been designed for fulllebupransmission of frames.

/01. .*2

8 n lll , " 8 8 n

Two 8-bit flags delineate each frame. The frame dway one address field. The frame also has a
field for either 8-bit or 16-bit control code. A 46t or 32-bit CRC is calculated and inserted. Eher
are three types of control fields.

Information frame
A 0 in the first bit of the control field indicat@s information frame (I-frame).

User data
coming from

upper layer.

—

SN
ﬁ Flag |Address |Control Information FCS | Flag

I-frame

A 10 in the first two bits of the control framealinates a supervisory frame.

ﬁ Flag |Address | Control | FCS | Fliags

S-frame

A 11 in the first two bits of the control field imdtes an unnumbered frame

Managment
Data
N

\
ﬂ Flag |Address|Control Informatio FCS |Flag

U-frame

The flag is nothing but a fixed pattern of bits.isTpattern does not change, ever. The patternt®f bi
in the flag is kept fixed at least for the durat@fra particular communication session.
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The flag 1s 8 bits of
a fixed pattern.

01111110

ﬁFlag Address|{Control Information FCS|Flag

Addressing is another major issue in HDLC. Addmegsian be done in the following ways:

Using single-byte addresses
Using multi-byte addresses

Control Information FCS | Flag

| The address is one byte
or a multiple of bytes.

HEEEEENE

One-byte address

LI ffof [IP PP dof [T 111

Multi-byte address

Each control field has a poll/final bit(P/F). tlatvays a poll when sent from primary to secondary
and a final bit when it is sent from a secondarg forimary. The N(S) field in the I-frame provides
the send sequence number of the I-frame. N(R)eisattknowledgements of all received frames and
also indicates the sequence number of the nextceegpdrame. There are four kinds of supervisory
frames. A value of SS=00 denotes a receive readyfRifie. SS=01 denotes a reject(REJ) frame.
SS=10 denotes a receive not ready(RNR) frame. S8ehittes a selective reject frame(SREJ). A
combination of I-frames and supervisory framesvalithe implementation of Stop-and-Wait, Go-
Back-N and Selective Repeat ARQs. Unnumbered fraareesised to implement a variety of control
functions. during call setup or release, unnumbéwetdes are use to denote and set the data transfer
mode. It can be used to acknowledge frames. latsmbe used to reject frames and also terminate a
connection between two processes.

« Flag |AddressfContro Information FCS |Flag

I-Frame | O | | F|
N(S) N(R)

P/F Poll/final bit

N(S) Sequence number of

S-Framelllol | IPFI | | | frame sent

Code N(R) N(R) Sequence number of
' ) next frame expected

U-trame[ T[T ] oA [ ] Sode Sode for supervisory
Code Code
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The primary station queries the secondary statibim avpoll bit(polling). As and when the secondary
station is free to process the command/requesteoptimary station, it sends across the final dit t
the primary station. This is the use of the palHfibits.

The use of the Information field is described dsWwe

ﬂ Flag [Address|Control| Information |[FCS|Flag

User data in an I-Frame.
Missing in an S-Frame.
Management information in a U-frame.

From the diagram shown above, the significancehefihformation field is clear. The points to be
noted here are that:

The information field carries the user data in-&rdme.

The information field is absent in an S-Frame.

The information field carries the management infation in an U-Frame.
The use of the Frame- Check Sequence (FCS) isibeddrelow:

The frame check sequence (FCS) is either a twodfyfieur-byte CRC code.

ﬂ Flag [Address|Control Information FCS|Flag

Frame check sequence
A two-byte or a four-byte CRC.

Que. 4 bExplain the various networking and internetworkaeyices in detail with the help
of neat sketches. 10
Ans: - Basic Networking Devices are:

a) NIC — Network Interface Card
b) Hub

c) Bridge

d) Switch

e) Router

f) Gateway

g) Repeater

Along with these devices we have to use ‘netwakiables’ as a media for data transmission, and
‘Connectors’ for connecting these cables with tmaission media.
1) NIC Card :-
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A network interface card, more commonly referre@daa NIC, is a device that allows
computers to be joined together in a LAN, or lcar@a network. Networked computers
communicate with each other using a given protocalgreed-upon language for transmitting data
packets between the different machines, knowmoaes In computer networking, MIC provides
the hardware interface between a computer andweonietA NIC technically is network adapter
hardware in the form factor of an add-in card sasla PCbr PCMCIA card.

An Ethernet network interface card is installe@mavailable slot inside the computer. The
NIC assigns a unique address called a MAC (mediassccontrol) to the machine. The MACs on
the network are used to direct traffic betweenateputers. The back plate of the network interface
card features a port that looks similar to a phjaok, but is slightly larger. This port accommodate
an Ethernet cable, which resembles a thicker vermsi@ standard telephone line. Ethernet cable
must run from each network interface card to areéhub or switch. The hub or switch acts like a
relay, passing information between computers ugiegMAC addresses and allowing resources like
printers and scanners to be shared along with data.

L L1
-
L B4
P- l ' . - \Ul"":.'\l\.l:
‘ = BHRC

- Kedia
Bars connectos

- - [= gl abe ety
: - ; D8-15 AL

connector

Figure 4-2 Ethernet NIC with interfaces for thinnet (BNC), thicknet (AL, anc
10BaseT (RJ-45)

2) Hub: -

- - Hubs refers to any connecting device or muitipcepeater.
- - All n/w requires central location to bring madiegment together.
- - Hubs organizes the cables & relay signals ¢onledia segment.

a) Passive Hubs :

- A passive hub simply combines the signals of n/gnsents. There is no signal processing.
Passive hub reduces the cabling distance by haluse it does not boost the signals & in
fact absorbs some of the signals.

b) Active Hubs:

- They are like passive hubs but have electronicspooments for regeneration & amplification
of signals.

Main drawback of active hubs is - they amplify mo&éong with the signals.

- Much expensive than passive hubs.

c) Intelligent Hubs:

- It performs some n/w management & intelligent slection.

This is all transmission media segment can be aiadepermanently because each segment
will be used only when a signal is sent to devisiag that segment.
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3) Bridge: -

A bridge is a Layer 2 device used to divide, omseqgt, a network.

A bridge is capable of collecting and selectivelsging data frames between two network
segments.

Bridges do this by learning the MAC address ofddlices on each connected segment.
Using this information, the bridge builds a bridgitable and forwards or blocks traffic based

on that table.

This results in smaller collision domains and geeaetwork efficiency.
Bridges do not restridiroadcasttraffic.

Bridge operates in physical layer as well as imdiak layer

It can regenerate the signal that it receive & atadink layer device. It can check the

physical addresses of source & destination contiaiméhe frame.
Connect two similar LANs, such as two CSMA/CD LANSs.

Connect two closely similar LANs, such as a CSMA/CAN and a token ring LAN.
5 5

A A

2 I2

1

=N Wwh

=N Wb

-

Address Port
71:2B:13:45:61:41 1
71:2B:13:45:61:42 1
64:2B:13:45:61:12 2
64:2B:13:45:61:13 2

Bridge Table

71:2B:13:45:61:41 71:2B:13:45:61:42 64:2B:13:45:61:12 64:2B:13:45:61:13
7~ 7

LAN 1 LAN 2

4) Switch:-

It is physically similar to hubs, logically similéo bridges. It permits full duplex operation.
Switches forward and filter frames based on LANraddes. It's not a bus a router (although simple
forwarding tables are maintained). It is very sbéawith options for many interfaces, giving Full

duplex operation (send/receive frames simultangdusl

Switch is having higher link bandwidth & Collisiomse completely avoided. Thxackplane

of a switch is fast enough to support multiple datnsfers at one time. A switch can allow

simultaneous access to multiple servers, or malgphultaneous connections to a single server.

If a switch has the frame’s destination addressi@AM table (or Source Address Table) it will

only send the frame out the appropriate port.divéich does not have the frame’s destination MAC

address in its CAM table, it floods (sends) it allijports except for the incoming port (the postth
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the frame came in on) known as an Unknown Uniaadft,the destination MAC address is a
broadcast.

5) Router:-

Router - device that connects a LAN to a WAN or ANMto a WAN. Arouter is a device
that interconnects two or more computer netwoeksd selectively interchanges packets of data
between them. Each data packet contains addressniation that a router can use to determine if the
source and destination are on the same networiktloe data packet must be transferred from one
network to another. Where multiple routers are usexdlarge collection of interconnected networks,
the routers exchange information about target systddresses, so that each router can build up a
table showing the preferred paths between any yst@®s on the interconnected networks.

A router is a networkingevice whose software and hardware are custonuz#iee tasks of routing

and_forwardingnformation. A router has two or more network rfaees, which may be to different
physical types of network (such as copper cabilesy,for wireless) or different network standards.
Each network interface is a small computer spe@edlio convert electric signals from one form to

another.
0 o
< b
6) Gateway-

When network that must be connected are using cgipldifferent protocol from each other,
powerful and intelligent devices called gatewaywsed.A gateway is a device that can interpret and
translate the different protocols that are usedtwa distinct networks. Gateway comprise of
software dedicated, hardware dedicated or a combmaf both. Gateway can connect with the
different communication protocols, languages amtiigectures.

wWindows 93
computers

Subrnet C

7) Repeater:
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A repeater should be placed at precise point orinkesuch that the signal reaches to it before the

noise has introduced an error in any of the tratisthbit.

I

Main
Tower

ignal transmitted over long

distance

BT

Repeater

All transmission media weaken the electromagnetizerthat travels through them
Attenuation of signals limits the distance any m@dican carry data.

Devices that amplifies signal ensure data transorisze called repeaters.
Repeaters receives signal and before it becomewéad or corrupted regenerates original
bit pattern.
Repeater is not an amplifier because amplifier simamplifies the entire incoming signal
along with noise.
Original signal is duplicated of incoming data bgemtifying it amongst the noise,
reconstructing it and retransmitting only the degiinformation

Original signal is duplicated, boosted to its argistrength and sent.

A repeater does not actually connect two LAN’soihigects only two segments of same LAN.
It can’t connect two LAN’s of different protocol.

A repeater forwards every frame it has no filteroagability.

oz

@ Regenerated Signal

!

Tower

Que. 5 aCompare circuit switching, packet switching and sage switching.

Ans.: -

Switched
networks

Circnit-switched
networks

Packet-switched
networks

1. Circuit switching: -

A circuit switched network consists of a set oftstves connected by physical links. A connection
between two stations is a dedicated path madeebomore links. However, each connection uses

—

Message-switched
networks

Datagram
networks

Virtoal-cireuit
networks

only one dedicated channel on each link.

% &

& "'I0(& ,

1 1 ||!|||



I"#$

! P #$

Figure below shows a trivial circuit-switched netwavith four switches and four links. Each link is
divided into n (nis 3 in the figure) channels syng FDM or TDM.

N7 N |7

N [ 11

'A" 3> One link, 7 channels <E 'A"

Path
N 11 Ll

A A\

7 v IIF ™~

VBN Val BN
Circuit switching takes place at physical layerfde starting communication, the station must make

a reservation for the resources to be used dudnghwnication. Data transferred between the two
stations are not packetized. The data are a cantsfiow sent by the source station and received by
the destination station.

2. Packet switching: -
In packet switching,the message divided numberokets. The size of the packets is fixed or
variable depending upon the notwork protocol tabed.

In packet switching, there is no resource allocatar a packet. This means there is no reserved
bandwidth on the links, and there is no scheduegssing time for each packet. Packet switching is
further divided into two parts as: datagram antleir circuit switching.

a) Datagram switching:-

In a datagram network, each packet is treated ewidgntly of all others. Even if a packet is a péart
a multipacket transmission, the network treats ih@ugh it existed alone. Packets in this approach
is reffered as Datagrams.

Datagram switching is normally done at the netwasjer. Figure below shows the datagram
approach used to deliver four packets from staida station X. The switches in a datagram
network are traditionally referred to as routers.

Datagram network
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In this example, all four packets belong to the sanessage, but may travel different paths to reach
their destination. This is so because the links b®involved in carrying packets from other sources
and do not have the necessary bandwidth availalarty all the packets from A to X.

Datagram networks are sometimes referred as caonisss networks.

b) Virtual-circuit switching:-
A virtual-circuit network is a cross between a giteswitched network and a datagram network. It
has some characteristics of both.

As in a circuit-switched network, there are setog seardown phases in addition to the data transfer
phase. Resources can be allocated during the ghtaige, as in a circuit-switched or on demand, as
in datagram network.

As in datagram network, data are packetized and acket carries an address in the header.
However, the address in the header has local jatisd, not end-to-end jurisdiction. The reader may
ask how the intermediate switches know where td skea packet if there is no final destination
address carried by a packet.

The following figure shows a simple virtual-circmietwork.

I C iEnd system

End system End system
T g

Switches

[ D EEnd system

3. Message switching: -
Message switching does not establish a dedicatedoptween two communicating devices. In this
each message treated as an independent unit &exits own destination & source address.

Each complete message is transmitted from dewicds\ices through internetwork.

Each intermediate device receives the messagesstountil next device ready to receive it & then
forwards it to next device. For this reason, a mgsswitching n/w is sometime called as a store &
forward n/w.

Message switches can be programmed with informadlwout the most efficient routes as well as
information regarding neighbouring switches that ba used to forward messages to their ultimate
destination.

Advantages:

It provides efficient traffic management by assmgnpriorities to messages to be switched.
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With message switching, the n/w devices share dwanels.
It provides asynchronous communication across zames.
It reduces n/w traffic congestion.

Disadvantages:

The storing & forwarding introduces delay hencentdrbe used for real time applications.

Que. 5 b)Draw the IP packet format and explain the functidreach field in detail. 10

Ans.: -
20—65,536 bytes

20—60 bytes ,
|
H ] fiiﬁad/ fer Data
VER HLEN Service i Tnta] length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits 8 bits 16 bits

Source IP address

Destination IP address

Option

I 32 bits !

A datagram is variable length packet consistingnaf parts:header & data. The header is 20 to 60
bytes in length & contains information related aoting & delivery.

VERSION (VER):The 4 bit field defines version of the IPv4 praibcThe field tells the IPv4
software running in the processing machine thatd#étegram has format of version 4.All field must
be interpreted as specified in fourth version @t@col .If the machine is using some other versibn
IPv4,the datagram is discarded rather than intesdrecorrectly.

HEADER LENGTH (HLEN) : The 4 bit field defines the total length of datag header in 4 byte
words. This field needed because the length oféreigdrariable (20 to 60bytes).If there is no optio
then it is 20 bytes & if option then 60 bytes size.

SERVICES: It is 8 bits & also called Differentiated sersce

D: Minimize delay R: Maximize reliability

T: Maximize throughput ~ C: Minimize cost

- ~={D| T|R|C =
Precedence TOS hits

Codepoint

Service type Differentiated services
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1.Service type: First 3 bits are precedence & Adxts are called type of service(TOS).

a)Precedence: it is 3 bits subfield ranging fro®00]) to 7(111).The precedence defines the priority
of datagram in issues such as congestion. If resi@ngested & need to discard some datagram,
those datagram with lowest precedence are discdirdedl he precedence subfield is never be used
in IPv4.

b) TOS bits: It is 4 bits subfield with each biwviray a special meaning. The bit patterns &
interpretations are given below.

T0S5 Bits Descriprion
0000 Normal (default)
0001 Minimize cost
0010 Maximize reliability
0100 Maximize throughput
1000 Minimize delay

Application programs can request a specific tyfeseovices.
2.Differentiated Services:In this interpretatiolme ffirst 6 bits make up the code point subfields&la
2 bits are not used. The codepoint subfield candeel in 2 types-

a)When the 3 rightmost bits are 0’s,the 3 leftnintst are interpreted same as the precedence bits in
service type interpretation.

b) When the 3 rightmost bits are not all 0’s,tHeit§ defines 64 services based on the priority
assignment by the Internet or local authoritieoadiog to given table.

Category Codepoint Assigning Authority
1 XXXXX0 | Internet
2 XXXX11 | Local
3 XXXX01 | Temporary or experimental

TOTAL LENGTH : This is 16 bit field that defines the total leh@teader +data) of the IPv4
datagram in bytes.To find the length of the datmiog from the upper layer, subtract the header
length from total length .The header length cardoed by multiplying the value in HLEN field by
4.

Length of data=total length-header length

Since the field length is 16 bits, the total lengthIPv4 datagram is limited to 65535(2716-1)
bytes,of which 20 to 60 bytes are header &resata tfom upper layer. The total length field define
the total length of the datagram including the leead

IDENTIFICATION : The 16 bits field identifies a datagram origingtifrom the source host.The
combination of identification &source IPv4 addressst uniquely defines datagram as it leaves ,the
source host. The IPv4 protocol uses a counteritel e datagrams.The counter is initialized to a
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positive number.When IPv4 protocol sends a datagiraopies the current value of the counter to
identification field &increment counter by 1.lddigation number helps the destination
inreassembling datagram.

FLAGS: This is 3 bit field. The first bit is reservedhd second bit is called dO not fragment bit if
it's value is 1,machine must not fragment the datag

D: Do not fragment
M: More fragments

The third bit is called the more fragment bit.1§ ivalue is 1,it means the datagram is not last
fragment & if its O,it means this is the last otyfragment.

FRAGMENTATION OFFSET : This 13 bits show the relative position of thiagment with
respect to the whole datagram.lt is the offsehefdata in the original datagram measured in ofits
8 bytes.

TIME TO LIVE :A datagram has a limited lifetime in its traveldbgh an Internet. This field is
originally designed to hold a timestamp ,which wasremented by each visited router.The
datagram was discarded when the value become O\ovi@ this scheme, all the machine must
have synchronized clock & must know how long iteskor datagram to go from one machine to
another.This field is needed because routing tablégernet can become corrupted. Another use of
this is to intentionally limit the journey of thepket.

PROTOCOL: This 8 bits field defines the higher level praibthat uses the services of the IPv4
layer. An IPv4 datagram can encapsulate data fewaral higher level protocols such as
TCP,UDP,ICMP & IGMP.This field specifies final desition protocol to which IPv4 datagram is
delivered. Protocol values are given below

Valiue Prorocol
1 ICMP
2 IGMP
6 - TCP
17 uDpp
RO OSPF

HEADER CHECKSUM : First the value of checksum field is set to 0.7 katire header is divided
into 16 bit sections & added together.The resutbisiplemented & inserted into the checksum field.
The checksum in IPv4 packet covers only the headethe data because all higher level protocols
that encapsulate data in IPv4 datagram have a sheckield that covers the whole packet.And
second reason is the header of IPv4 packet chaviiesach visited router,but the data do not.

SOURCE IP ADDRESS It is 32 bit field defines the IPv4 address ofisee. This field must remain
unchanged during the time IPv4 datagram travels fsource host to destination host.

% & () P+ &" &, - & "'/0O(&, 11 "™



I"#$

! P #$

DESTINATION IP ADDRESS: It is 32 bit field defines t IPv4 address of deation. This field
must remain unchanged during time IPv4 datagrawelgdrom source host to destination host.

OPTIONS: It can be used for testing & debugging . Althougttions are not require ed parts of the
IPv4 header ,option processing is required of fhetIsoftware.Taxonomy is given below.

No operation

— Single-byte

I End of option

= Options —| Record route

—{ Strict source route

— Multiple-byte

Loose source route

—{ Timestamp

Que. 6 alCompare TCP and UDP. 10

Ans: -TCP:

Transmission Control Protocol

Reliable, in-order unicast delivery.

Congestion control services are available.

Flow control services are available.

Connection Setup, Data transfer and connection ihetian: 3 way handshaking service
between TCP sender and receiver is available.

No loss for the TCP segments and delivered in cdaapplications.

Both TCP and UDP ugeort (or sockethumbers to pass information to the upper layers.
Retransmission in case of packet loss.

Uses of TCP:Applications where reliable and lossless data trassion is required.

Works along with ARQ for reliable byte stream seevi

TCP Datagram format:
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32 Bits

Source port Destination port

Sequence number

Acknowledgement number

TCP U|IA|P|IR|S|F
header R|C[S|S|Y]| I Window size
length G|K[H[T|N|N
Checksum Urgent pointer

- Options (O or more 32-bit words) =

= Data (optional) [N

UDP:
User Datagram Protocol
Unreliable (“best-effort”), unordered unicast orltraast delivery.
Congestion control services are not available.
Flow control services are not available.
Connection Setup, Data transfer and connection ihatian: 3 way handshaking service
between UDP sender and receiver is not available.
UDP segments may be Lost or delivered out of ai@pplications.
Both TCP and UDP ugeort (or sockethumbers to pass information to the upper layers.
Retransmission in case of packet loss.

Uses of UDP:

Inward and Outward data collection/dissemination
0o SNMP for network management
o RIP routing table updates
o NFS remote file server
Request-Response
0 Eg. DNS uses UDP for name translation
Real time application
o Streaming multimedia and internet telephony
o Video conferencing
Works along with RTP protocol.

UDP Datagram format:
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Source Fort Destination Port
Length Checksum
Data
Que. 6 bExplain ARP and RARP in detail. 10

Ans.: -ARP: - A host can send a packet to the destination hokhbwing the destination IP
address. This means that the sender needs thealhgddress of the receiver. A mapping
corresponds a logical address to physical address.

This can be done either statically or dynamicdftystatic mapping, the associations between
logical and physical addresses are stored in a.tdblke sender looks into the table and finds the
physical address corresponding to a logical addEes=ry time a physical address is changed, the
table must be updated. Updating tables on all nmeshat frequent intervals is a very demanding
task.

Therefore, mapping can be done dynamically, whielans that the sender asks the receiver to
announce its physical address when needed. AR&sigrdfor this purpose.

Suppose, a host or a router, needs to find theigadysddress of another host or router on its
network, it sends an ARP query packet. The pacictides the physical and IP addresses of the
sender and the IP address of the receiver. Astides does not know the physical address of the

receiver, the query is broadcast over the network.

Loolerg for physical address of a
aods with [P 141 .23 3623

"
R ot
B

""" _ Bequest
Swatem A
Fig. A

In fig. (a), the system on the left (A) has a padkat needs to be delivered to another system (B)
with IP address 141.23.56.23. System A needs t® thaspacket to its data link layer for the actual

delivery, but it does not know the physical addm@sshe recipient. It uses the services of ARP by

asking the ARP protocol to send a broadcast ARBeggpacket to ask for the physical address of a
system with an IP address of 141.23.56.23.
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The pode physical address is
A4:6FE:F4:50:93:A8

e

"

Fig. B

This packet is received by every system on theipalysetwork, but only system B will
answer it, as shown in fig. (b). System B sendARR reply packet that includes its physical
address. Now system A can send all the packessifdr this destination using the physical address
it received.
ARP Packet Format:-

Hardware Type Protocol Type
Operation
Hardware Length Protocol Length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Etherr
Sender protocol address
(For example, 4 bytes fdP)
Target hardware address
(For example, 6 bytes for Ethernet)
(It is not filled in a request)
Target protocol address
(For example, 4 bytes for IP)

Hardware type: This is a 16-bit field defining the type of thetwerk on which ARP is
running. Each LAN has been assigned an integedbasés type. For example, Ethernet is
given the type 1.

Protocol type: This is a 16-bit field defining the protocol. Fexample, the value of this field
for the IPv4 protocol is 08Q@ ARP can be used with any higher-level protocol.
Hardware length: This is an 8-bit field defining the length of thhysical address in bytes.
For example, for Ethernet the value is 6.

Protocol length: This is an 8-bit field defining the length of tlugical address in bytes. For

example, for the IPv4 protocol the value is 4.
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Operation: This is a 16-bit field defining the type of pack&wo packets types are defined,
ARP request, ARP reply.

Sender hardware addressThis is a variable-length field defining the plogdiaddress of the
sender. For example, for Ethernet this field is/&® long.

Sender protocol addressThis is a variable-length field defining the logfi¢for example, IP)
address of the sender. For the IP protocol, tald is 4 bytes long.

Target hardware address:This is a variable-length field defining the ploaiaddress of the
target. For example, for Ethernet this field isyéels long. For an ARP request message, this
field is all Os because the sender does not knewpltiysical address of the target.

Target protocol address: This is a variable-length field defining the logjiqfor example,
IP) address of the target. For the IPv4 prototus, field is 4 bytes long.

RARP: -

RARP (Reverse Address Resolution Protocol) findgcll address for machine that only knows its
physical address. Each host or router is assignedoo more logical (IP) address which are unique
and independent of physical (hardware) addressawhine .To create an IP datagram a host or a
router need to know its own IP address .The IP esfdiof a machine is usually read from its
configuration file stored on the disk file.

The machine can get its physical address whicigue locally. It can then use the physical address
to get the logical address using RARP protocol. MR request is created and broadcasted on the
local network .Another machine in local networkttkaows all the IP address will respond with a
RARP reply. The requesting machine must be runangARP client program and responding
machine must be running a RARP server program.

NOTE: The RARP request packets are broadcast; the RRP reply packets are unicast.
RARP operation:
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A1:6F:AL:57:82:36. T am

[ Ny physical address is

looking for my IP address.

\

Ean I Request

a. RARP request is broadcast

Your IP address is:
141.14.56.21

Host

sy

b. RARP reply is unicast

In the fig.1(a) the diskless host on the left isteol. To get its IP address it broadcast RARP addre
to all system on the network.

This packet is received by every host on the playsietwork but only RARP server on the right will
answer it as shown in fig .1(b). The server sendRRAeply packet that include the IP address of the

requestor.

Packet format: -

Hardware type Protocol type
Hardware Protocol Operation
length length Request 3, Reply 4

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for IP)
(It is not filled for request)

Target hardware address
(For example, 6 bytes for Ethernet)
(It is not filled for request)

Target protocol address
(For example, 4 bytes for IP)
(It is not filled for request)

Hardware type: This is a 16-bit field defining the type of netwark which RARP is
running. Each LAN has been assigned an integedbasés type. eg. Ethernet is given the

type 1.

Protocol type : This is a 16-bit field defining the protocol. Ebetvalue of this field for the
IP4 protocol is (0080).
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Hardware length: This is an 8-bit field defining the length of thygical address in bytes.
Eg. For Ethernet the value is 6.

Protocol length:This is an 8-bit field defining the length of tlaglcal address in bytes.Eg
for the IPv4 protocol the value is 4.

Operation:This is a 16-bit field defining the type of pacReto packet type are defined:
RARP request(3),RARP reply(4).

Sender hardware addressThis is a variable length field defining the phydiaddress of
the sender. Eg. For Ethernet this field is 6 biges.

Sender protocol addressThis is a variable length field defining the lodi¢#) address of
the sender .For the protocol it is 4 byte long.

Target hardware address:This is a variable length field defining the phydiaddress of the
target. E.g. for Ethernet it is 6 bytes long.

Target protocol address:This is variable length field defining logical aeds of the target.
For the IPv4 protocol this field is 4 bytes long.

Encapsulation

RARP request or reply packet

Type: 0x8035

Preamble Destination Source
¢ \ and SFD address address Type i CRC
8 bytes 6 bytes 6 bytes 2 bytes 4 bytes

A RARP packet is directly encapsulated into a diataframe. Eg. In fig 2 shows a RARP packet
encapsulated in an Ethernet frame. Note that {he oy field shows that the data carried by the
frame is a RARP packet.

RARP Server:
RARP server provides mapping from a physical addies logical address.

The mapping is stored in a disk file. Server isimalty implemented at the application layer andsfile
used by a server are accessed at that level. BURARP server is implemented at the data link
layer. To access a file a RARP server need thedfaipderlying operating system as UNIX.

Que. 7. Write short notes on:
Que. 7 a) Classful IP Addresses. 05

Ans: - The identifier used in the IP layer of théH/IP protocol suite to identify each device
connected to the Internet is called the Interndtests or IP address. An IP address is a 32-bit
address that uniquely and universally defines drection of a host or a router to the Internet. IP
addresses are unique. They are unique in the fiesitseach address defines one, and only one,
connection to the Internet. Two devices on therh@ecan never have the same address.

The address space of IPv4 is
2% or 4,294,967,296.
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10000000 00001011 00000011 00011111

128.11.3.31

Logical addresses are 32 bits (4 bytes) long

(0]

(0]

Each byte is represented as an octet (decimal nuindme O to 255)
Usually represented in dotted decimal notation

E.g., 172.24.208.192
Address has two parts: network and host ID

E.g. 172.24.208.192 (172.24.0.0 and 208.192)

Categorized into ranges referred to as classes

Class system provides basis for determining whanth @f address is the

network and which is the host ID

The first octet of an address denotes its class

Classes

(0]

Class A: first octet between 1-127
16,777,214 hosts per network address
Class B: first octet between 128-191
65,534 hosts per network address
Class C: first octet between 192-223
254 hosts per network address
Class D: first octet between 224-239
Reserved for multicasting
Class E: first octet between 240-255

Reserved for experimental use

127.0.0.0 network is called tih@opback address

(0]

(0]

localhostalways corresponds to address 127.0.0.1

Finding the class in decimal notation: -
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First byte Second byte Third byte Fourth byte
Class A [ 0to127 || | | | |

Class B | 128 to 191 | | | | |

Class D | 224 to 239 | | | | | |

|
|
Class C | 192 to 223 | | | | | | |
|
|

Class E | 240 to 255 | | | | | |

o Netid and hostid : -

B Byte 1 | Byte 2 i Byte 3 | Byte 4 |
Class A ‘ Netid | I Hostid I |
Class B ‘ Netid | Hostid |
Class C ‘ Netid ‘ Hostid ‘
Class D | Multicast address |
Class E ‘ Reserved for future use ‘

IETF reserved addresses for private networks
o Class A addresses beginning with 10
o Class B addresses from 172.16 to 172.31
0 Class C addresses from 192.168.0 to 192.168.255
0 These addresses can't be routed across the Internet
0 To access the Internet, NAT is needed

o IPv6 eliminates need for private addressing; plesia 128-bit address (vs. IPv4’s 32
bits)

Que. 7 bBellman Ford Algorithm. 05

Ans: - It is based on principle of node A, know®8ést path .If each neighbour of node A, knows
as shortest path to node Z; then node A can deterits shortest path to node Z by calculating cost
or distance to node Z through each of its neighb&upicking the minimum.

Example:-

% & () *+* & $ - & "'/0O(&, 11 "™



I"#$

Suppose we want to find shortest path from notteridde 6 steps:-

1) Now to reach the destination packets from nodwi&t first go through node 1 or node4
or 5.

2) Suppose that already node 1, node 2,node fadel5 know that node 6 is away from
them by cost 3,3,&2 respectively by path.

3) Then total cost or total dist. Through node 2+48=6.

Through node 4 is 1+3=4

Through node 5 is 4+2=6

So shorted path from node 2 to destination is aelliéf packet first goes through node 4.
This idea is formalized in Bellmon Ford algoriths a

1) D;=available estimate of min cost from node /routerdestination node

2) G, =link cost from node | to node j.

3)Cik =link cost between node | and node k =

If node | and node k are not directly connected@s - Cy3 =

Then we will calculate with bellman Ford algorithmn cost from node 2 to destination node
6 in terms of distant through node 1 or node 4 as 5

D2 = min{ch +D1,C24+ D4,C25:D5}
= min{3+3,1+3,4+2}
D2 =min{6,4,6) = 4

Now in above explanation we assumed that min cogt hodes 1,2,5to0  destination were
known. But in fact these nodes have to performlamesalculation to know their min cost to
destination.

e.g. Applying same principle to obtairstnode 1 to node 6.
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i.e. Plzmin{@z‘FDu,C13+D3,C14+D4}

So in short ,if we keep info & updating these egurajthe algorithm will coverage to
current result.

Que. 7. C) IEEE Project 802. 05

Ans: - Various LAN standards: -

IEEE has specified the following standards

The Institute of Electrical and Electronic Engireer
LAN standards:

802.1d: Spanning tree.

802.2: LLC.

802.3: MAC ~ Ethernet.

802.5: MAC ~ Token ring.

802.11: Wireless LAN.

IEEE 802.3: 10Mbps specification (Ethernet): -
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Fast Ethernet: -

Giga bit Ethernet

» 1000Base-SXshort wavelength fiber)
— Short wavelength (770-860 nm)
— support duplex links of
e 220- 275 m using 62.6m multimode fiber
* 500- 550 m using 56m multimode fiber
» 1000Base-LX(long wavelength fiber)
— Long wavelength (1270-1355 nm)
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— support duplex links of
* 550 m using 62.5m or 50mm multimode fiber
* 5000 m using 9m single-mode fiber
* 1000Base-CX(short haul copper)
— supports 1-Gbps links within a single room or equept rack
— uses copper jumpers , special shielded twistedtipai spans no more than 25 m
* 1000Base-T
— uses 4 pairs of cat 5 UTP
— support devices over a range of 100m
* Encoding scheme for Gigabit Ethernet is 8B/10B

Que. 7 d) Delay Analysis. 05
Ans: - Delay Analysis:

The long-term average number of customers in dessisteni is equal to the long-term
average effective arrival rate, multiplied by the average time a customer spéméise
systemW, or expressed algebraically:

L= W.

In telecommunication and computigineering, thgueuing delay(or queueing delay is the time
a job waits in a queue until it can be executet & key component of netwodlelay.

This term is most often used in reference to reutéhen packets arrive at a router, they have to be
processed and transmitted. A router can only psogcee packet at a time. If packets arrive faster
than the router can process them (such as in atbamsmission) the router puts them into the queue
(also called the buffer) until it can get aroundramsmitting them.

The maximum queuing delay is proportional to bufize. The longer the line of packets waiting to
be transmitted, the longer the average waiting i8nélowever, this is much preferable to a shorter
buffer, which would result in ignored ("dropped‘ggkets, which in turn would result in much longer
overall transmission times.

During networkcongestion, queuing delays can be considered tefimhen the packet is dropped.
The retransmission of such packets causes signiftzserall delay because all forms of delay will be
incurred more than once. If the network congestiomntinues, the packet may be dropped many
times. Many protocols, such as TCP, will "throtikeck” their sending and wait for the network to
clear up.

While taking about Queuing in wireless communiaatics an important tool for handoff as it
decreases the probability of forced terminatiom @ill due to unavailable voice channels in a base
station.the basic theory is there is a time delatyvben the threshold level of signal required for
handoff and minimum level of signal strength to mbain the call. the call in que in this mean time
can be handed over to the free voice channel.

Basic Model for Network Delay/Loss System: -
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Assume a system at which customers/data arrivested (t)
Interested in

- Time spent in the system: T

- Average number of customers/packets in the sydt&th

- Fraction of arriving customers/packets that ast br blocked: Pb

- System throughput (# of customers/packets/catlplass through
the system)

%& |()**+* &II n - & |||/0(&, 11 ||!|||



